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France, smith@lix.polytechnique.fr; 10 University of Colorado Boulder, USA, kstange@math.colorado.edu;
11
DSO, Singapore, yanbo.ti@gmail.com; 12 University of Vermont, USA, christelle.vincent@uvm.edu;
13
University of Birmingham, UK, c.weitkaemper@pgr.bham.ac.uk

1

Introduction

Supersingular isogeny graphs – that is, supersingular curves over Fp , together with the isogenies between
them – have become the basis for one of the principal candidates for post-quantum cryptography. The central
hard problems are to compute the endomorphism ring of such a curve, or to compute a path in the graph
between two given supersingular curves, which are related [12,14,23]. For many applications, it is desirable
to be able to hash into the vertices of the graph, and it is important in these applications that the hashing
process does not reveal the endomorphism ring, or a path from the curve to another known curve.
There are several methods to generate supersingular curves, but they each reveal information that may
make the curve easier with respect to the hard problems mentioned above. The Charles-Goren-Lauter hash
function [9] reveals a path from a starting curve, while the CM method [6] reveals information about the
endomorphism ring, which can be exploited [4,8]. Currently the only known method to hash without revealing
such information is to employ a trusted party to ‘forget’ the information generated by these methods. There
are a number of papers that have already mentioned this problem [1,4,8].
Among other applications, using a starting curve that is generated uniformly at random in the SIDH key
exchange [15] would avoid torsion point attacks [17,20,21]. Further, it would circumvent the trusted setup
in an isogeny-based verifiable delay function [11], in delay encryption [7] and in an SIDH-based oblivious
pseudorandom function [3]. For the latter, the necessity of the trusted setup was pointed out by [2].
There are (at least) three general problems that are of interest for isogeny-based cryptography:
1. Given a prime p, to compute a supersingular curve E over Fp2 without revealing anything about the
endomorphism ring or providing any information to help solve the isogeny problem (for isogenies from E
to some other supersingular curve over Fp2 ). This is the problem of demonstrating a hard curve [4].
2. Given a prime p, to generate uniformly random supersingular curves E over Fp2 without revealing
anything about the endomorphism ring or providing any information to help solve the isogeny problem
to other supersingular curves over Fp2 .
3. Defining a hash function to the entire supersingular graph. To produce a hash function taking
arbitrary strings as input, and giving supersingular j-invariants as output. The hard problems in this
context include both pre-image finding and collision-finding for the hash function, and path finding and
endomorphism ring computation for the output curve (which should remain hard).
It would also be of interest to define a hash function to the Fp subgraph. In all cases we are interested
in, an efficient public algorithm that takes input p, can be executed without any secret information, and
that outputs (the j-invariant of) a supersingular elliptic curve over Fp2 . We do not want the algorithm to
provide any additional information that would be useful to the person who executes it. For the problem of

generating a single hard curve (e.g., to bypass the requirement for trusted set up), the meaning of “efficient”
might be relaxed, as long as it is feasible in applications. The goal of the paper is to explain some possible
approaches and to discuss the obstructions to getting a practical solution. As the third problem above, a full
hash function, would seem to require a solution to the first two, we focus on those first two problems in our
approaches.
The underlying difficulty with the CM method is that the polynomial must have small degree if we hope
to find its roots, and the small degree leads to small endomorphisms. The first three approaches suggested
here attempt to find roots of high degree polynomials without computing the polynomials directly: by
an iterative root finding method; by taking certain gcd’s; and by considering a system of lower degree
polynomials. Despite a wide range of approaches and polynomials (the supersingular polynomial, modular
polynomials, and division polynomials), a full, efficient algorithm remains elusive.
The fourth approach considers walking on a related graph of genus 2 curves, to hide the path information
in a path-based hash function. This approach fails in a number of interesting ways, raising questions about
the placement of supersingular elliptic products in the isogeny graph of abelian surfaces.
The final approach asks what new possibilities a quantum computer may provide, but relies on quantum
randomness, which cannot be turned into a reproducible hash function, and would require some type of
‘quantumness certificate.’
The full paper for which this is the extended abstract can be found at [5]. Between submission and
revisions for this work, the concurrent work [19], which also proposes some approaches to the hashing
problem, was made public.
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Existing insecure methods

The Charles-Goren-Lauter hash function [9] does, in fact, provide an (insecure) hash function into the
supersingular curves over Fp2 . At each vertex of the supersingular isogeny graph, the out-directed edges are
labelled in some fixed deterministic manner. Starting from a known curve such as j = 1728, the bitstring to
be hashed is interpreted as directions for a walk through the graph, via the labelling just mentioned. If the
walk is sufficiently long, it is known from the properties of the graph (it is Ramanujan) that the endpoint will
be uniformly randomly chosen from amongst all the vertices of the graph. However, the walk itself gives a
path to j = 1728 and therefore the pathfinding problem from the endpoint is trivial, unless this information
is discarded.
The CM method [6] finds supersingular roots to a Hilbert class polynomial. The Hilbert class polynomial
HO,p for a quadratic order O modulo p is a polynomial in Fp [x] whose roots in Fp are the j-invariants
whose endomorphism rings contain a copy of O. In order to apply known root-finding algorithms, or indeed,
to obtain the polynomial at all, the degree of HO,p must be small. But the degree is approximately the
square root of the discriminant of O, so this implies that O itself has non-integral elements of small norm.
The images of such elements in the endomorphism ring are termed small endomorphisms, and so all the
curves obtained have small endomorphisms. Unfortunately, having a small endomorphism is known to be a
vulnerability [4,8]. So the curves obtained are far from uniformly random curves, and in fact none of them
is a secure curve.
Nevertheless, these two paradigms form the basis of the methods proposed in this work, which fall broadly
into methods based on random walks, and methods based on finding roots to high degree polynomials (or
systems of such).
3

Iterating to supersingular j-invariants

This is an approach to finding uniformly random supersingular curves by iterating to the fixed points of
a dynamical system, if the starting point is restricted somehow. Optimistically, it could be an approach to
construct a hash function, if the starting point can be chosen more or less arbitrarily. For a prime number
(p−1)/2  p−1 2
X
2
tj . Letting Eλ be the elliptic curve whose Legendre
p > 2, define the polynomial Hp (t) :=
j
j=0
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form is y 2 = x(x − 1)(x − λ), for λ ∈ Fp or λ ∈ Fp2 , respectively, we have
#Eλ (Fp ) ≡ p + 1 − Hp (λ)

(mod p)

respectively

#Eλ (Fp2 ) ≡ p2 + 1 − Hp (λ)p+1

(mod p),

(1)

so the roots of Hp (t) correspond to supersingular elliptic curves. Taking inspiration from the Newton-Raphson
method over the reals, a natural approach to finding a root of Hp (t) is to iterate a carefully chosen polynomial
function in search of a fixed point which would correspond to a root of Hp (t) and hence a supersingular
elliptic curve. This could also give a hash function if the starting point of the iteration were determined by
the hash input. Explicitly, we fix an initial t0 and iterate via
tn+1 = tn − Hp (tn ) (over Fp )

or tn+1 = tn − Hp (tn )p+1 (over Fp2 ) .

(2)

The key property is that fixed points correspond to zeroes of Hp (t). (A denominator of Hp0 (t) would speed
up convergence to a root in a field with a metric, but is irrelevant over a finite field.) There are three issues:
1. The algorithm may not halt at a fixed point (the iteration may become stuck in a cycle).
2. The algorithm may reach a fixed point, but require too many iterations to efficiently compute.
3. The polynomial Hp (t) has degree (p − 1)/2 and so it is difficult to directly carry out the iteration.
The third issue can be addressed using Schoof’s point counting algorithm to efficiently compute #Eλ (Fp )
or #Eλ (Fp2 ) and hence Hp (λ) or Hp (λ)p+1 using (1). The first and second issues are real obstructions. The
key question is how many elements reach a fixed point within a certain number of iterations of (2).
We model the iteration as applying a random function over Fp or Fp2 that has many fixed points; Hp (t)
has (p − 1)/2 roots over Fp2 , and if p = 4k + 3 then p1/2+o(1) of them are defined over Fp . By adapting the
asymptotic analysis introduced in [13], we prove:
Proposition 1. For fixed m and k, the number of elements which reach a fixed point after k iterations for
a random function on n elements with m fixed points is asymptotically (k + 1)m as n → ∞.
Experimentally, iterating (2) looks like iterating a random √function with many fixed points. In our
situation, n would be p or p2 and m would be on the order of n (which is the number of supersingular
Legendre curves over Fp when n = p or Fp2 when n = p2 ). To efficiently iterate and find a fixed point, the
number of iterations would need to be polynomial in log(p), so heuristically and experimentally it is unlikely
that iterating from a randomly chosen initial point will efficiently lead to a fixed point.
The analysis suggests that iterating k times is no better than randomly checking if k elements of Fp2 are
roots of Hp (t). To do better, one would need a way to perform a “giant step” and efficiently iterate many
times at once. Experimentally, many additional elements iterate to fixed points but with too long a path.
4

Modular polynomials and curves isogenous to their conjugates

Next we consider using modular polynomials to demonstrate a hard curve. Whereas using the roots
of Hilbert class polynomials produces curves with small endomorphism rings (a vulnerability), one might
consider using other polynomials without this property. Recall that if n is a positive integer coprime to p,
then the classical modular polynomial Φn (x, y) ∈ Z[x, y] has the property that Φn (x, y) = 0 in Fp if and
only if x and y in Fp are j-invariants related by a cyclic n-isogeny (see [18, Chapter 5] for background).
Taking inspiration from [10], consider the roots of the univariate polynomial Φn (x, xp ). These roots are
the j-invariants of curves with cyclic n-isogenies to their conjugates, and hence with an inseparable npendomorphism. There is no particular reason why these curves should also have small-degree non-integer
endomorphisms.
While this polynomial is quite sparse, it has degree exponential with respect to log p, and we cannot
compute its roots efficiently. The idea is to reduce that degree, and make computations manageable, by
instead computing roots in Fp2 of the factor(s)
fn,m,p (x) := gcd(Φn (x, xp ), Φm (x, xp ))
3

for some auxiliary m, without explicitly computing Φn (x, xp ) or Φm (x, xp ). The proposed approach for
constructing supersingular curves is then: (i) Choose n and m; (ii) Compute one or more roots of fn,m,p (x)
in Fp2 ; (iii) Test each root to see if it is a supersingular j-invariant, using known algorithms. Although any
n and m will lead to supersingular curves, the choice must be made in such a way that (i) the resulting
computation is feasible; and (ii) the resulting curves are secure.
Regarding feasibility, note that simply computing Φm (x, xp ) and Φn (x, xp ) in Fp [x], computing their gcd
and finding its roots is exponential in log p, because deg Φm (x, xp ) > mp and deg Φn (x, xp ) > np. We provide
an algorithm that computes all of the Fp2 -roots of fn,m,p (x) in polynomial time with respect to m, n, and
log p. The key idea is to compute Φm (x, y) and Φn (x, y) and then avoid the degree of p obtained when
substituting y = xp by using a Weil descent (i.e., restriction of scalars from Fp2 to Fp ) with a resultant in
place of the gcd.
Regarding security, this method produces curves known to have endomorphisms of degree nm, np and
mp. Since we wish to avoid endomorphisms of small degree, we should take at least one of n and m to
be exponentially large. It is plausible that then the information about the endomorphism leaked from the
process of construction is not enough to allow us to compute End(E) efficiently (i.e., in polynomial time).
But if n (or m) is super-polynomially large with respect to log p, then the algorithm described above requires
super-polynomial time and space, since it must work explicitly with the polynomials Φn . Hence a natural
open question is whether we can do better when one (or both) of n and m is large.
Even if a better algorithm is found, for this method to work, we need convincing evidence that supersingular roots of fn,m,p are common, and that the maximal factor of fn,m,p with roots in Fp2 has manageable
degree. We give heuristics in favour of the relative frequency of supersingularity based on expansion properties of ordinary and supersingular graphs, and the dimension of the endomorphism rings, as well as some
numerical experiments that confirm
this. Some heuristic counting arguments predict that the Fp2 -factor of
√
fn,m,p should have degree O( nm). This is no longer exponential with respect to log p, but it is still too
large when n or m is taken large (though one may hope for special families, or consider three-way gcds). In
practice we observe degrees that are slightly smaller than those predicted above.
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Reverse Schoof

In this section, we write down a polynomial system whose roots are supersingular j-invariants; solving
such a system might demonstrate a hard curve. A supersingular curve is characterized by the number of
points over any extension. We can therefore attempt to derive a system of equations whose solutions represent
curves with a specified number of points. (Schoof’s algorithm [22] takes in a curve and gives out its trace;
the set of equations here can be thought of as a sort of Schoof’s algorithm “backwards,” taking in a desired
trace and returning curves.) The set of equations will specify curves having a specified number of points
only (no further restrictions), hence we do not expect this method to leak any further information about the
curve. In other words, if successful, the obtained curves would, with overwhelming probability, be hard.
To this end, we fix a set of small primes or prime powers `i such that their product is above the Hasse
bound. Then, we use the `i -th division polynomials parametrized by a curve parameter such as the j-invariant
or the Montgomery coefficient to write down a polynomial system that forces all of its solutions to correspond
to supersingular curves. Unlike other approaches using Hasse polynomials or modular polynomials, the
polynomial systems of this approach can be easily written down explicitly. In particular, we write down the
polynomial systems in the cases where p + 1 is the product of small distinct odd primes and where p is an
SIDH-type prime.
We also propose several variants of this approach. For example, one could restrict some variables to
a randomly chosen coset of a multiplicative subgroup to lower the degree of the equations at the cost of
reducing the number of possible solutions. Finally, we discuss another approach which proceeds by sampling
the x-coordinate of a point first and then tries to find a curve that contains a point with this x-coordinate of
a given order. Unfortunately, computing the division polynomials arising in this case becomes too expensive.
We leave to future work the study of the complexity of solving the polynomial systems in the general case,
taking into account their full monomial structure as well as the impact on the complexity of all the variants.
4

6

Genus-2 walks

We explore approaches to generate supersingular elliptic curves by lifting an initial curve to genus 2 and
then performing a random walk on an isogeny graph of genus two curves. This may lead to a method to
generate random supersingular curves. We begin at a known supersingular elliptic curve E0 /Fq , where 2 - q,
glue it to itself along its 2-torsion to construct a genus-2 Jacobian A ∼
= Jac(C) explicitly isogenous to E02 ,
and then connect A with a new random elliptic product via an isogeny, hoping that these genus-2 operations
will “hide” obvious isogenies between the elliptic curves involved.
In the procedure outlined above, the first step is eminently doable. The step to find a random elliptic
product on the other hand is a little more complicated. We hope to be able to obtain randomisation by
performing random walks on the superspecial graph. Again, this can be performed efficiently since Richelot
isogenies are well-understood and are extremely efficient. Having completed the random walk, we will need
to find an elliptic product. It is this final step of finding an elliptic product that we do not have an efficient
algorithm for. We explore three methods to find these elliptic products. The first method is by finding elliptic
products in the superspecial graph using Richelot isogenies. The other two methods are geometric inspections
of the Jacobian via two representations of the Kummer surface.
Our first method proposes to set q = p2 , where p > 2, and to continue the random walk until an elliptic
product is encountered in the graph. However, given that elliptic products have an occurrence of 1/p in
the superspecial graph, this procedure will be no better than randomly sampling j-invariants to obtain a
supersingular elliptic curve. Furthermore, there is a concern that the random walk in genus-2 can reveal
information that can be used to compute the endomorphism ring of the final curve.
Our second method is based on the observation that every superspecial abelian surface is isomorphic to
an elliptic product as an unpolarised abelian variety; so we propose to go looking for a new supersingular
elliptic curve directly from the superspecial abelian surface. We work with the Kummer surface, which is
the quotient of A by the action of the involution [−1], because it is easier to manage (computationally)
than the abelian surface. We consider two different models for the Kummer surface: the singular quartic
model in P3 , and a desingularised model in P5 . When trying to find elliptic curves in the singular model, our
first attempt is to find elliptic curves that do not pass through any of the nodes of the model. The second
attempt is to find genus-0 curves on the singular model that pass through exactly 4 nodes. We also describe
two approaches to find elliptic curves on the desingularised Kummer. In the first approach, we construct
elliptic curves as quotients of non-hyperelliptic genus-5 curves on the desingularised Kummer. In the second
approach, we construct pairs of elliptic curves that appear as the intersection of the Kummer surface with
a hyperplane.
In all our attempts we were unsuccessful in finding supersingular elliptic curves. We attempted to probe
the reason for these failures. In particular, we show that the elliptic curves that we constructed do not
correspond to elliptic curves in the original PPSSAS.
7

Quantum algorithm for sampling a hard curve

Our final approach is an approach for generating random supersingular curves by means of a quantum
random walk.
The Charles-Goren-Lauter hash function takes as input a bitstring and interprets it as directions to take
a random walk through the `-isogeny graph [9]. On a classical computer, the CGL hash function returns a
random curve in the supersingular `-isogeny graph, but the path information is patent, and can be used to
compute the endomorphism ring of the curve which was produced. Therefore, using this as a hash to produce
a “hard curve” requires a trusted party to throw away the path information.
We propose analogous quantum algorithms that avoid producing the path information at all (in any
measurable way). Of course, then one needs to vouch for the algorithm being run properly on a quantum
computer. In the hopes that the future may provide a “certificate of quantumness” that may apply to
such a situation, we present a quantum algorithm inspired by work on quantum money by Kane, Sharif
and Silverberg [16]. The algorithm depends upon the randomness of quantum measurement, and cannot be
turned into a reproducible hash function: that is, it produces a random curve each time. However, random
5

supersingular curves are expected to be hard curves. Since the path information is quantumly inaccessible,
the hope is that the method of random sampling will be secure.
Naı̈vely, one might attempt to use the CGL algorithm by performing the walk on a superposition of
all possible hash inputs. However, this has the drawback that the path is stored in a quantum register
and may be measured. Instead, we consider a continuous-time quantum random walk performed using the
unitary operator U` = exp(iT` ) where T` is the adjacency matrix of the `-isogeny graph. Standard methods
describe the probability distribution for the measurement of such a walk, at least in the abstract. However,
it is not easy to analyse. Instead, we propose an efficient way to measure from the more accessible limiting
distribution, whose description can be given in terms of graph theoretic properties of the `-isogeny graph.
The hope is that this will provide a provably uniform distribution on supersingular curves. The method
depends upon the simultaneity of the eigenstates of Hecke operators, and the use of phase estimation.
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