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Abstract
This paper proves a lower bound on the degree of multilinearity needed to accomplish perfectly correct non-interactive k-party key exchange in a generic multilinear group, where k is
only polylogarithmic in the security parameter. We conjecture that our result can be extended
to polynomial k, as well as that similar lower bounds can be proven for more complex functionalties. We were surprised at our inability to extend the result easily, and we describe here the
obstruction to completing our argument for polynomial values of k.
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Introduction

The discovery of cryptographic bilinear and more recently multilinear maps [GGH13a] has fueled an exciting explosion of candidate constructions for advancing cryptographic functionalities.
First applications of bilinear maps include three party non-interactive key exchange [Jou00] and
identity-based encryption [BF01]. In the years following these initial breakthroughs, bilinear maps
have driven many advances in cryptographic functionality, providing the first constructions of hierarchical identity-based encryption, attribute-based encryption, inner-product encryption, and several other functionalities. Multilinear maps have similarly led to the first constructions of further
functionalities, such as indistinguishability obfuscation and functional encryption for all circuits
[GGH+ 13b]. In many cases, candidate constructions have been progressively refined, starting with
heuristic arguments of security in a generic bilinear or multilinear group model, and eventually
converging to full security arguments from well-studied assumptions such as the decisional linear
assumption in the bilinear setting or the LWE assumption in the lattice setting.
There are (informal) parallels between many bilinear and LWE constructions, such as the bilinear IBE of Boneh-Boyen [BB04] and the LWE-based IBE of Agrawal, Boneh, and Boyen [ABB10].
However, there are some functionalities that are achievable from LWE, but are not known to be
achievable in the bilinear setting, regardless of the complexity assumptions one is willing to make.
One very interesting example is attribute-based encryption for circuits, constructed from LWE in
[GVW13]. Furthermore, there are powerful functionalities that are known only in the multilinear setting (or at least seem to be most naturally achieved in the multilinear setting), where the
status of specific complexity assumptions is relatively uncertain due to recent cryptanalysis (e.g.
[CGH+ 15, CLLT16, CLLT17]), and eﬃciency degrades very substantially as the required degree of
multilinearity grows.
Thus we arrive at a point in the development of bilinear (and multilinear) cryptography where
our understanding of what is achievable is tantalizing but disjointed. If we work towards a more
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systematic understanding, we can hope to answer questions like, “is circuit ABE from bilinear maps
possible?” and more generally:
“what is the minimal level of multilinearity required to instantiate a
particular cryptographic primitive?”
Generic Group Models Generic group models (e.g. [Sho97, BBG05]) present a natural starting
ground for such systematic study, as they idealize the possible security properties of bilinear and
multilinear groups and free us from the burden of reducing to specific complexity assumptions.
For constructive results, relying on generic group models means that our security analyses are
weaker and hold only heuristically, but for impossibility results, working in generic group models
makes our results stronger, as ruling out schemes that are generically secure automatically rules
out schemes that derive their security from any specific assumption as well. Of course, there are
likely many interesting lower bounds/impossibility results that such models cannot capture. For
instance, it would be nice to have a framework capable of proving bounds on tradeoﬀs between
scheme parameter sizes and assumption sizes under certain classes of reductions. For now, we begin
by focusing on questions of what is and is not achievable by generic groups at particular levels of
multilinearity and ignore the complications of reductions to concrete complexity assumptions.
In this work, we take an initial step in building new machinery for proving impossibility results in
generic bilinear and multilinear group models, though we get stuck at an unexpectedly early stage.
Specifically, we consider the minimal level of multilinearity required to construct generically secure,
perfectly correct non-interactive key exchange for k parties. Intuitively, we expect the answer here
to be k − 1. We consider a basic, symmetric model of a generic (k − 1)-linear group G of prime
order p generated by an element g such that there is a (k − 1)-linear map ek−1 : Gk−1 → GT .
Informally, the generic group model considers an artificial setting where parties do not have direct
access to the group elements, but rather there is an oracle that provides parties with random
“handles” corresponding to group elements in G and GT . Parties can perform the group operations
in G and GT , exponentiation in G and GT , and the multilinear map ek−1 by submitting queries
to the oracle that respectively contain two previously obtained handles (both for G or both for
GT ), a single handle and an exponent in Zp , or k − 1 handles for G. The oracle performs the
requested operation internally and returns the handle for the resulting element of G or GT . We
will further stipulate that handles are unique, which implicitly allows parties to test equality of any
two elements. (Equivalently, this can be thought of as “zero test” that allows parties to recognize
the identity element of either group. Such a zero test can be applied to the diﬀerence of any
two elements to yield an equality test.) Essentially, this captures a scenario where these requested
operations plus zero/equality tests are the only eﬃciently computable relations among the elements
of G and GT , an idealized scenario for security.
In this model, there is a simple and generically secure non-interactive k-party key exchange
protocol. Each party Pi (for i from 1 to k) chooses a uniformly random exponent xi from Zp
k
and publishes g xi . The secret key is ek−1 (g, . . . , g) i=1 xi . A party Pi can compute this shared
secret key by applying the (k − 1)-linear map to the published group elements g xj for all j ∕= i
and then raising the result to the power xi in GT . However, an attacker who only knows the
published elements g x1 , . . . , g xk cannot compute this shared key, and in the generic group model
the scheme is thus secure (in fact, its security follows from the rather simple,
falsifiable decisional
k
x
x
assumption that given g, g 1 , . . . , g k , it is hard to distinguish ek−1 (g, . . . , g) i=1 xi from a uniformly
random element of GT ). When we set the parameter k = 3, this corresponds to the familiar 3-party
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non-interactive key exchange protocol in bilinear groups whose security follows from the decisional
bilinear Diﬃe-Hellman assumption [Jou00].
Our Result This begs the question: “can 3-party non-interactive key exchange be achieved
without a bilinear map, say from just regular DDH?” Or “could we possibly achieve 4-party noninteractive key exchange from a bilinear map?” More generally,
“can a k-party non-interactive key exchange be achieved from a
(k − 2)-linear map?”
One might conjecture the answer to this questions to be a rather easy “no,” but formalizing this
is quite subtle. First, we must formalize what a key exchange protocol in a generic (k − 2)-linear
group can and cannot do. In particular, we must rule out schemes that use group elements merely
as a means of encoding an alternate scheme that is secure based on some other assumption. For
example, suppose we allow each party not only to publish group elements like g x , but also to
publish scalar values in Zp . These values could correspond to the public values of any arbitrary key
exchange scheme outside of the generic group model, and the key reconstruction procedure run by
each party could simply ignore the published group elements and just run this unrelated scheme
on the scalar values.
We might conjecture that such behavior could be ruled out by stipulating that parties publish
only group elements and not scalars. However, some distributions of exponents for these published
values can still be used to encode arbitrary bits and hence allow the scheme to escape the bonds of
the generic group and accomplish key exchange through other means. As an example, suppose there
exists a non-interactive, k-party key exchange protocol where each party samples some ℓ secret bits
and then publishes a bit string of length L. A party Pi could simulate this scheme in the generic
group model as follows. It would first choose a secret bit string si of length ℓ, and then compute
the corresponding public bit string Si of length L. by choosing L random exponents a1 , . . . , aL and
then publishing 2L elements of G, comprised of L pairs. The j th pair would have its first element
equal to g aj and its second element equal to g aj again if the j th bit of Si equals 0 and equal to the
identity element if the j th bit of Si equals 1. Now, every party can compute the strings S1 , . . . , Sk
from the published group elements, as equality tests of group elements are enabled in the generic
group model. Thus, each party Pi can run the key reconstruction procedure from the pre-existing
scheme on its private value si and the collection of public values S1 , . . . , Sk .
To cleanly rule out this kind of bypass of the generic group, we will consider only key agreement
protocols in which an individual party Pi chooses independently, uniformly random exponents
xi,1 , . . . , xi,ℓ (for some ℓ) and publishes g xi,1 , . . . , g xi,ℓ . The key that such a Pi derives must be a
handle for an element of G or GT that can be derived via the generic group oracle from knowledge
of the exponents xi,1 , . . . , xi,ℓ as well as the handles published by the other parties.
Our original goal was to prove that a perfectly correct and (generically) secure scheme in this
setting for k parties cannot exist in a multilinear group with linearity lower than k − 1. However,
we were only able to prove this for values of k that are poly-logarithmic in the security parameter.
We suspect the result holds for any k that is polynomial in the security parameter, but somewhat
to our surprise, our proof technique broke down as k increased, and we were unable to extend it.
We intended to submit this result to TCC 2015 when we thought we could prove it for general
polynomial values of k, but we decided to shelve it temporarily when we realized the limitation
of our technique. Our “temporary” hold lasted several years as we focused on other eﬀorts, and
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so here we are! In this paper, we explain our original idea and the proof for the case that k is
poly-logarithmic, and discuss how the analysis fails to extend to general polynomial k.
Our Techniques To see how one might analyze a hypothetical scheme of linearity ≤ k − 2 under
our restrictions, we can start by considering what kind of keys a single party, say P1 , can possibly
compute. Using the generic group oracle, P1 can produce the handle of a group element in G or
GT whose exponent is a multivariate polynomial over the variables {Xi,1 , . . . , Xi,ℓ }i∈[k] . (We’ll use
the notational convention that Xi,j denotes a random variable, whereas xi,j denotes a sample of
that random variable.) The monomials in this polynomial must be of total degree less or equal
to k − 2 in the variables {Xi,1 , . . . , Xi,ℓ }i∕=1 , but can be arbitrary degree in X1,1 , . . . , X1,ℓ . (The
restriction of total degree ≤ k − 2 on the unknown exponents of other parties follows from the
fact that we are assuming a maximum (k − 2)-linear map.) Intuitively, we expect that monomials
of high degree in his own variables X1,1 , . . . , X1,ℓ will not be useful, as other parties will not be
able to compute them and hence their inclusion in the polynomial will cause disagreement among
the reconstructed values. However, it is somewhat delicate to turn this intuition into a proof, as
polynomial representations as linear combinations of monomials over Zp are not unique when some
variables can have arbitrarily high degree. In addition, we cannot naı̈vely apply typical tools such
as the Schwartz-Zippel lemma out of the box, as every individual party can produce polynomials
of high total degree due to knowledge of their own secret exponents.
To address these challenges, we first prove that we can reduce to a unique representation over
a basis of monomials where all individual monomial degrees are ≤ k − 2, and then argue that any
polynomial in the exponent that can be computed by all the parties can also be computed by an
attacker from the published values. Hence any scheme that is perfectly correct is also insecure.
But this conclusion is only fully justified when the total number of monomials is bounded by a
polynomial in the security parameter. Otherwise, the fact that an attacker could compute each
individual term in the monomial from the published group elements using the group oracles does
not imply an overall polynomial attack time on the shared secret key. This is the crux of why our
technique does not suﬃce to prove the result for values of k that are beyond poly-logarithmic.
Future Directions For the sake of the reader’s amusement, here is the optimistic language
we wrote in 2015 before we realized even our seemingly innocuous target of a proof for general
polynomial values of k was not yet reached:
“Since we are merely at the starting point of an ambitious program to systematically understand
the capabilities of generic bilinear and multilinear groups, we have narrowly transcribed a palatable
and instructional base result and intend to pursue many extensions and further functionalities.
Firstly, many of the restrictions we have placed on schemes can likely be relaxed. For example, we
suspect our result can be extended to rule out statistically correct (vs. perfectly correct) schemes. We
also suspect many kinds of non-independent distributions of published exponents could be allowed
(though as discussed above this must be delicate and avoid the kind of counterexamples of encoding
alternate schemes). Particular types of dependence, such as setting x12 = (x1,1 )5 , in a generic
bilinear group seem innocuous, as to the other parties this will be indistinguishable from a uniformly
random, independent value for x1,2 . More generally, correlations between exponents that are higher
degree than the multilinearity and hence untestable seem reasonable to handle. An additional way
to cleanly rule out counterexamples while allowing more variation in the distributions of published
values may be to consider a setting augmented by a powerful oracle that, say, inverts all supposedly
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one-way functions but still cannot see “inside” the generic group. This could be an approach for
ruling out reliance on hardness outside of the generic group without placing as stringent conditions
on the form of allowable schemes.
Looking beyond key exchange protocols, we would next like to study primitives like broadcast
encryption, where higher degrees of multilinearity appear to allow more compact ciphertexts and
parameters (e.g. comparing [BW06] to [BWZ14]). It would be interesting to prove lower bounds,
for example, on the number of group elements needed in public parameters and ciphertexts as a
function of the linearity of the employed group. Going further, we would also like to study the
class of access policies achievable for attribute-based encryption in a generic bilinear group. This
class is known to include monotone span programs (of polynomial size), but not known to include
polynomially-sized circuits.”
Oh what it would feel like to be young and optimistic again.
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Preliminaries

Lemma 2.1. Let m ∈ Z≥1 . Let f ∈ Fp [X1 , . . . , Xm ] such that degXi (f ) ≤ p − 2 for all i ∈ [m]. If
f (x1 , . . . , xm ) = 0 for all (x1 , . . . , xm ) ∈ Fm
p , then f is the zero polynomial 0 ∈ Fp [X1 , . . . , Xm ].
Proof. By induction on m.
We start with the base case m = 1. If f ∈ Fp [X1 ] evaluates to zero at every point in Fp , then it
must be either the zero polynomial or a polynomial of degree at least p in X1 (since f has p roots).
Since we assume that degX1 (f ) ≤ p − 2, then f must be the zero polynomial.
For the induction step, let m ∈ Z≥2 . Assume that any f ′ ∈ Fp [X1 , . . . , Xm−1 ] such that
degXi (f ′ ) ≤ p − 2 for all i ∈ [m] and such that f ′ (x1 , . . . , xm−1 ) = 0 for all (x1 , . . . , xm−1 ) ∈ Fm−1
is
p
the zero polynomial 0 ∈ Fp [X1 , . . . , Xm−1 ]. Let f ∈ Fp [X1 , . . . , Xm ] be such that degXi (f ) ≤ p − 2
and f (x1 , . . . , xm ) = 0 for all (x1 , . . . , xm ) ∈ Fm
p . Notice that for all xm ∈ Fp we have that
f (X1 , . . . , Xm−1 , xm ) is a polynomial in Fp [X1 , . . . , Xm−1 ] of degree less or equal to p − 2 in each of
its variables and it evaluates to zero at every point. This means that f (X1 , . . . , Xm−1 , xm ) is the
zero polynomial 0 ∈ Fp [X1 , . . . , Xm−1 ], by inductive hypothesis. Therefore, if we write
f (X1 , . . . , Xm ) =

p−2

j=0

j
gj (X1 , . . . , Xm−1 ) · Xm

(2.1)

for some gj (X1 , . . . , Xm−1 ) ∈ Fp [X1 , . . . , Xm−1 ] we have
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Since V is a square Vandermonde matrix, it is invertible, and by multiplying the above equation
by V −1 we get
g = V −1 V g = V −10 = 0
which means that each gj (X1 , . . . , Xm−1 ) is the zero polynomial 0 ∈ Fp [X1 , . . . , Xm−1 ]. This,
combined with equation 2.1 implies that f is the zero polynomial 0 ∈ Fp [X1 , . . . , Xm ].
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Schematic for Scheme

Here we describe the format we are prescribing for a k-party non-interactive key exchange in a
generic multilinear group:
Scheme Generation: Given as input the security parameter λ and the number of players k, the
scheme generation outputs a (k − 2)-linear group G, GT of prime order p suﬃciently large
with respect to λ.
Publishing: For j = 1, . . . , ℓ, party Pi does the following:
• sample uniform xi,j ← Fp
• compute hi,j ← g xi,j
• publish hi,j ← g xi,j

Key Reconstruction: Pi runs Ki ← Reci ((h1,j , . . . , hk,j , xi,j )j∈[m] ) where Reci is a function composed by a sequence of the following operations:
• group operation: on input two group elements g a1 , g a2 ∈ G (respectively gTa1 , gTa2 ∈ GT )
for some a1 , a2 ∈ Fp , output g a1 +a2 (respectively gTa1 +a2 )

• multilinear operation: on input k − 2 group elements g a1 , . . . , g ak−2 ∈ G for ai ∈ Fp ,
output ek−2 (g a1 , . . . , g ak−2 )
• exponentiation operation: on input a group element g a ∈ G (respectively gTa ∈ GT ), an
ℓ-variate polynomial f , and the values xi,1 , . . . , xi,ℓ , output (g a )f (xi,1 ,...,xi,ℓ ) (respectively
(gTa )f (xi,1 ,...,xi,ℓ ) ).
Theorem 3.1. When k is poly-logarithmic in the security parameter, a perfectly correct key exchange following the schematic above cannot be implemented securely via an (k − 2)-multilinear
map.
Proof. This proof is divided into separate steps. We show the following:
1. the reconstruction outputs a handle for a specific class of polynomials;
2. a handle to any polynomial in this class can be computed via a polynomial number of invocations of the group operation oracles and the use of the (k − 2)-multilinear map oracle on
published handles.
Without loss of generality, we can assume that any uniform value sampled by the players has a
corresponding handle that is published. Let
Vi = {Xi,1 , . . . , Xi,mi }
be the set of formal random variables belonging to Pi . Let
V =

k


Vi

i=1

be the set of all formal random variables in the scheme.
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Without loss of generality, the handle reconstructed by Pi corresponds to a polynomial li of the
following form:


li =
mI,bI · fI,bI
I⊆V \Vi bI ∈[p]|I|
|I|≤k−2 b  ≤k−2
I 1

where bI = (bj,n )Xj,n ∈I is a vector of positive exponents (whose sum doesn’t exceed k − 2), mI,bI =

bj,n
Xj,n ∈I Xj,n , is a monomial in the variables that do not belong to Pi (at most k − 2 of them),
and fI,bI is a polynomial in variables belonging to Pi . This captures the fact that Pi has freedom
to exponentiate (by any polynomial in his own variables) any handle corresponding to a monomial
in other players’ variables, of degree at most k − 2 (this monomial is a by-product of the (k − 2)multilinear map).
We’ll consider a particular monomial mI,bI in l1 . Since its total degree is ≤ k − 2, there must be
some party Pj such that the variables Vj associated with party Pj do not appear in the monomial
mI,bI . If we sample the variables in V1 and Vj , we can replace l1 and lj by the resulting polynomials
over the remaining common variables V − (V1 ∪ Vj ), and we’ll denote these by ˜l1 and ˜lj . Since ˜l1 − ˜lj
is a polynomial of total degree ≤ k − 2 < p − 2, we can apply Lemma 2.1 to conclude that this is
the zero polynomial.
Now let’s examine the coeﬃcients of mI,bI in ˜l1 and in ˜lj . The coeﬃcient of this term in ˜l1 is:
fI,bI (x1,1 , . . . x1,n ),
where x1,1 , . . . , x1,n are the sampled values of the variables in V1 . In ˜lj , the coeﬃcient of this term
is a polynomial of degree ≤ k − 2 in x1,1 , . . . , x1,n . Since we are assuming perfect correctness of our
key exchange reconstruction, we must have that for all values of x1,1 , . . . , x1,n , this polynomial is
equal to fI,bI . Hence fI,bI can be considered to have degree ≤ k − 2. More specifically, it can be
assume to have degree ≤ k − 2 minus the degree of mI,bI .
Since this argument can be made for every monomial mI,bI , we can conclude that all of the
arbitrary polynomials fI,bI behave identically to polynomials of bounded degrees so that ultimately
we can write l1 = l for a polynomial l over all the variables in V with total degree ≤ k − 2.
As a consequence, an attacker who is not a legitimate party to the key exchange can reconstruct
a handle for each monomial in l using the group operation oracles as well as the k − 2-linear map
oracle, starting from the published handles.
When k is poly-logarithmic in the security parameter, the number of monomials in l is a
polynomial in the security parameter, and hence this implies a polynomial time attack on the
security of the key exchange scheme.
Interestingly, it is not clear that this leads to a polynomial time attack in the case that k is
polynomial in the security parameter, as the number of monomial terms in l may be exponential
in that case. One might suspect that this would make it diﬃcult for the legitimate parties to
reconstruct the key in polynomial time, and we suspect that this is indeed true, but alas, we have
not been able to prove it.
The challenge is to rule out the possibility that the higher degrees possible for the coeﬃcient
polynomials f employed by the legitimate parties may yield more eﬃcient reconstruction algorithms
in terms of the underlying group operations, even if they are ultimately equivalent to lower degree
coeﬃcients. We think that resolving this may provide a core component of the more powerful lower
7

bound proof toolkit that should exist to approach more sophisticated questions about inherent
capabilities and limitations of generic groups. We must admit we have not kept up with the latest
lower bound techniques since our failed attempt to prove this in 2015, so it is quite possible that
techniques developed in more recent works (e.g. [PS16, MMN16]) may provide some insight here.
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